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Abstract
------------------------------------------------------------------------------------------------------------------------------------------------------------------

4th Dimension is a highly flexible tool for creating and deploying powerful database
driven applications. There is simply no better tool that offers the same features,
power, and flexibility. However the 4D Client/Server model is designed to operate
in a fast LAN environment and is therefore not ideal for WAN deployment. This
Technical Note presents some WAN deployment options that attempt to minimize
this issue.

Introduction
------------------------------------------------------------------------------------------------------------------------------------------------------------------

When 4th Dimension was initially developed, it was a single-user model only. This
meaning that only one user could access the database at a time. In 1993, 4D, Inc.
released the client/server model of 4th Dimension. This client/server model allowed
multiple users to access the database at any given time. This really made
databases useful as multiple people could work with the data at the same time. As
technology has advanced, it is possible to deploy 4D using a variety of different
methods to allow integrations of technologies and to simplify infrastructure needs.

So why consider any of these options rather than typical Client/Server deployment?

4D Client/Server software is designed for, tested in, and supported only in a LAN
environment. However, users under certain circumstances need to connect over a
WAN rather than a LAN. 4D Client/Server performance over a WAN can suffer, but
there are good deployment options to help minimize this and make performance
acceptable.

This Technical Note presents information regarding the following deployment
options:

• Web-Based
• Server-Centric
• Remote Desktop

Finally there is a short section on optimizing 4D Client/Server designs for a WAN
connection.

Web-Based Deployment Options
------------------------------------------------------------------------------------------------------------------------------------------------------------------

Database driven websites are an essential part of today’s technology. Even the
smallest business operations are providing database-driven websites so they can
gain a more global foothold and expand their business worldwide. Web-based



deployment options connect to a web server over the Internet. Web-based
deployment is an excellent solution for 4D connectivity over a WAN because of 4D’s
integrated web server.

The following Web-based deployment options are discussed here:

• Web 1.0
• Web 2.0
• Web Services

o SOAP
o REST

Web 1.0

Since the beginning Web 1.0 has been the standard for websites. Simple HTML
files, little interactivity, little functionality besides publishing straight
information. Websites were not overly interactive and often involved clicking a
hyper-link and waiting for a new page to load versus a dynamic refresh of
information. 4D offered one of the first database driven Web 1.0 solutions as
well as an integrated web server for easy deployment and simple infrastructure
requirements. This approach still works for simple designs but users are craving
more from their web applications.

More information can be found at:

http://www.4d.com/support/web_developers_center.html

Web 2.0

Enter Web 2.0. Web 2.0 brings on rich Internet applications. 4D has recently
released the 4D Web 2.0 Pack.

The 4D Ajax Framework is one component of the 4D Web 2.0 Pack. Powerful
web-based applications yield from this technology. Live data, interactivity of
applications and a rich user experience provide the users with a great feel from
using 4D Ajax Framework based applications. Besides using the built-in 4D Ajax
Framework Client, it is feasible to embed 4D Ajax Framework objects directly
into existing HTML pages. You can add more functionality to your site in a
matter of minutes, with little coding.



Here is a screenshot of the 4D Ajax Framework Client in action:

More information regarding 4D Web 2.0 Pack can be found here:

http://www.4d.com/products/4dweb20pack.html

Here is a simple diagram representing a typical Web-based connection to 4D:

Web Services

Web Services is any piece of software that makes itself available over the
Internet and uses a standardized XML messaging system. Additionally there
should be some simple mechanism for interested parties to locate the service
and locate its public interface. A couple of implementation schemes are SOAP
and REST.

More information about Web Services can be found here:

http://en.wikipedia.org/wiki/Web_services



SOAP

SOAP or “Simple Object Access Protocol” is a protocol for exchanging XML based
messages over the Internet (or any network). HTTP and SMTP are valid
transports for SOAP requests and as such, SOAP is a good technology to
embrace in heavily fire-walled environments since at least the HTTP port is
normally open due to its other uses in the Internet world. 4D has built in
support for SOAP based Web Services.

More information can be found here:

http://en.wikipedia.org/wiki/SOAP

REST

Representational State Transfer or REST, is a transport mechanism for Web
Services that takes place over HTTP. No additional messaging layer like SOAP is
required. REST allows for stateless and cacheable transactions. REST is a good
option in heavily fire-walled environments as the HTTP port is commonly open.
REST based Web Services can be built using 4D Internet Commands.

More information about REST Web Services can be found here:

http://en.wikipedia.org/wiki/Representational_State_Transfer

There are a two Technical Notes that deal with REST Web Services and 4D:

06-30, Building a REST Client
07-30, Google Calendar: Downloading Future Events

The architecture for a Web Services-based deployment option can be as follows:

Server-Centric Deployment Options
------------------------------------------------------------------------------------------------------------------------------------------------------------------

Server-Centric deployment options are solutions that are server-based and the
clients use software to connect to the server. In terms of 4D, the idea here is that
the 4D Client to 4D Server connection is still made over a LAN. The only information
sent over the WAN is visual and is abstracted from 4D.



Please note that 4D is not tested in these environments and, therefore, is not
officially supported with them. This information is presented because many
customers have successfully used this technology to deploy 4D Client/Server
solutions to WAN users.

The two server-centric solutions presented here are:

• Microsoft Terminal Services
• Citrix

Microsoft Terminal Services

Terminal Services is Microsoft’s answer to server-centric computing. Terminal
services allows access to data over low bandwidth situations. Windows, OS X and
UNIX Clients can connect to a Terminal Server using client software. Terminal
Services delivers a Windows desktop to the user.

The infrastructure for this is pretty simple. Using appropriate client software the
user logs in to the Terminal Server and then runs the 4D Client software. The 4D
Client software will connect as usual to your 4D Server. In this case the 4D
Client/Server connection is actually made over a LAN. With a solid network
infrastructure, this is a low bandwidth, high performance option.



Here is a screenshot of a Terminal Services session running on OS X with 4D Client
running:

More information on Microsoft Terminal Services can be found here:

http://www.microsoft.com/terminalservices

Citrix

Citrix is another option for a server-centric deployment. Citrix Systems, Inc.
provides a number of useful solutions.

Citrix Presentation Server is one option for deploying applications within your
organization. This eliminates the need to deploy and manage software applications
on individual client machines. With Citrix Presentation Server, you use specialized
client software that will connect to the Citrix Server and display a list of applications
that you can run from the server farm. Double-click the application you wish to run
(4D Client, or a 4D Merged Application, as an example).

If you need to deliver an actual Windows “Desktop” experience to your users, Citrix
also offers Citrix Desktop Server. Citrix Desktop Server, much like Microsoft’s
Terminal Services is optimized for consuming less bandwidth in a WAN environment
as only mouse movements and screen data are sent over the WAN connection.
Citrix Desktop Server presents each user, upon login, with their own unique
desktop session.



The architecture for both of these products is similar. You have a client machine
that connects over a WAN to a Citrix Server. The Citrix server answers the request
and presents the user the applications they can run based upon login credentials.
As a 4D example, the user would be presented with 4D Client. The user double
clicks 4D Client and connects to 4D Server as usual, but over a fast LAN
environment. Here is a simplified diagram showing the connection process.

Here are two screenshots of the Citrix client application:



More information about Citrix can be found here:

http://www.citrix.com/

Remote Desktop Deployment Options
------------------------------------------------------------------------------------------------------------------------------------------------------------------

Remote Desktop deployment options, like server-centric deployment options, are
solutions that require the client to run software to connect to the server. These
options reduce WAN load because only mouse movements and screen information
is sent over the WAN connection. As with Server-Centric deployment, the 4D
Client/Server connection is actually made over the LAN.

VNC

Virtual Network Computing (VNC) was one of the first remote desktop
applications available. Since there are versions of VNC for practically every
platform, it is a great solution for remotely controlling machines. As with other
remote desktop options you take over the currently running desktop. More
information about VNC can be found here:

http://en.wikipedia.org/wiki/VNC

Apple Remote Desktop

Provided by Apple, Inc. Apple Remote Desktop (ARD) is a VNC-based tool that
allows an administrator to remotely control a system. As with server-centric
solutions, the user is presented with a “desktop” environment, however it is
exact desktop that is currently active on the system. You take over the currently
running desktop where as in server-centric options you are presented with a
new desktop session. This really only allows one user at a time.



More information about ARD can be found here:

http://www.apple.com/remotedesktop

In terms of 4D Client/Server, the architecture for both VNC and Apple Remote
Desktop is very simple. You have a machine that connects over a WAN to another
machine that will run 4D Client on the LAN. 4D Client will connect to 4D Server over
the fast LAN environment. Here is a simplified diagram showing the connection
process.

Depending upon your needs remote desktop deployment options may not be viable.
Only one client can control a machine at a time. This would not work for more than
one user. On the other hand if your users already have two machines (e.g. a
desktop and a laptop) this is a viable way for them to be able to use the desktop
machine as a 4D Client when out of the office.

Optimizing Client/Server Deployment for WAN
------------------------------------------------------------------------------------------------------------------------------------------------------------------

4D is tested, support and certified for a LAN environment. However it is not
impossible to connect with 4D Client to 4D Server over a WAN connection. Enough
4D developers have had success with this technique to merit some discussion on
the subject.

The most important issue to consider when deploying 4D Client/Server on a WAN is
reducing unnecessary network traffic. Secondary to that you must avoid operations
that heavily load both the client and server. Some of these items are:

• Do not use server-centric commands like SELECTION TO ARRAY. This can lead
to disconnects because the server will be too busy to respond to the client.

• Optimize queries to only fetch the data you need. This reduces unnecessary
network overhead and unnecessary server load.

• Set higher client/server timeouts to keep connectivity alive longer. 4D’s
client/server model is very latency-sensitive. Allowing for longer timeouts may
help avoid client disconnects.

This list is by no means exhaustive nor all-inclusive. Optimizing 4D Client/Server for
WAN deployment is typically not a trivial task and is not recommended without a
thorough understanding of 4D Client/Server communication.



Finally, it must be stated (so as to be perfectly clear) this is not supported by 4D,
Inc.

Conclusion
------------------------------------------------------------------------------------------------------------------------------------------------------------------

This Technical Note provides many options to deploy 4th Dimension over a WAN and
still be able to obtain fast LAN speeds.

4D, Inc. supports all Web-based deployment options discussed in the Technical
Note.

Terminal Services and Citrix over a WAN are not directly supported. However, in
terms of trouble-shooting, it is trivial to isolate issues as being specific to the WAN
deployment by testing with the LAN instead. If the issue also occurs in the LAN
environment then we can be of help.

Deployment of, and optimization of, 4D Client/Server over a WAN is not supported.


